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* Introduction and Purpose

» Understanding the need for Code of Conduct for Data Integrity
and Data Governance arrangements

« PDA Code of Conduct for Data Integrity in the Pharmaceutical Industry
» Understand the contents and the possible application of the document
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Introduction and Purpose
Code of Conduct for Data Integrity/Data Governance

« Data Integrity has been and currently is a major global concern of

Heal

th Authorities and the pharmaceutical industry

« Although not a new issue, numerous recent Health Authority enforcement
actions such as Warning Letters, Import Alerts, Product Detentions, and
suspension or revocation of Marketing Authorizations has focused attention
on Data Integrity

« Data Integrity issues can result from ...
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lack of awareness of regulatory requirements,
employee errors,

failure to check accuracy of data,

software or system malfunction,

or configuration problems with electronic data handling,
or malfeasance by employees
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(@7 Application of the document

« This document is written for easy adoption, in part or in its entirety, by
companies, if they so choose, without the need for extensive rewriting of the
document

» Therefore, the terms ‘shall’ and ‘must’ have been used to permit the code to
be enforceable by a company, if adopted

« This document is intended to reinforce a culture of quality and trust within
the pharmaceutical industry. It is not intended to be a regulatory standard or
guidance, nor is it intended to supersede any country specific or local laws
and regulations governing labor, privacy and/or employee rights

« PDAIis providing this document and these concepts as a service to
members and an example of best practices to the pharmaceutical industry

* Link: https://www.pda.org/scientific-and-requlatory-affairs/requlatory-
resources/code-of-conduct/elements-of-a-code-of-conduct-for-data-inteqrity-
in-the-pharmaceutical-industry (Download)
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https://www.pda.org/scientific-and-regulatory-affairs/regulatory-resources/code-of-conduct/elements-of-a-code-of-conduct-for-data-integrity-in-the-pharmaceutical-industry
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Elements

PDA Code of Conduct for Data Integrity

Procedures
Training Records

Program

Have their own DI program Agreements

9. Outsourced Services/Materials

Qualification Program

Elements of a Code of Compliance for DI

Corrective Actions
8. Notifying Regulatory Agencies

Procedures

Company Commitment

7. Disciplinary Action

tandard

6. Report Wrongful Acts

HR/Legal input

Protection from retaliation
Procedures

Anonymous reporting option

Connecting People, Science and Regulation

10. Employee Training

Notify Management

Readily available during Regulatory Inspections

Signature/Initial Logs
Mechanisms for preventing DI lapses

Annual Training

Procedures Accurate, complete truthful data

Controlled notebooks/worksheets

Training Requirements

Validated Computer Systems

Documentation Systems

Employee Adherence

1. Data Collection, Analysis & Reporting B e e

Secure data retention
Procedures

Security

2.Electronic Data Acquisition Systems Time/date stamps
e /

Periodic Review

Configured, validated, maintained

Audit Trails

Traceable Employee Adherence

Use, correction & movement of data
3. Electronic Access Security Measures
Unique username/password/biometrics
4. Auditing of Quality System

5. Investigate Wrongful Acts
Secure Access

Procedures

Prevent unauthorised changes

Procedures

Legal Counsel Awareness of laws/regulations

Independent review
Experienced independent auditors

Documented Investigation

Internal Audit Program

Evaluation
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(@7 Document Review

Microsoft Word
Document

Live demonstration
of the document
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Introduction

Data Integrity has been and currently is a major global concern of Health Authorities and the
pharmaceutical industry. Although not a new issue, numerous recent Health Authority enforcement
actions such as Warning Letters, Import Alerts, Product Detentions, and suspension or revocation of
Marketing Authorizations has focused attention on Data Integrity. Data Integrity can result from lack of
awareness of regulatory requirements, employee errors, failure to check accuracy of data, software or
system malfunction, or configuration problems with electronic data handling, or malfeasance by|
employees. To holistically address Data Integrity, the Parenteral Drug Association (PDA) is developing a
set of tools in the form of PDA Technical Reports, PDA Training Program, Data Integrity Workshops, and
Points to Consider documents that can be used by industry to address this serious issue. This document
presents the views of the Parenteral Drug Association (PDA) on the benefits for companies to voluntarily
adopt a Code of Conduct for assuring data integrity.

How to Use this Document

This document was developed by a team with expertise in the fields of quality, regulatory affairs,
auditing, and manufacturing and reviewed by attorneys specialized in food, drug and labor law. This
document is written for easy adoption, in part or in its entirety, by companies, if they so choose, without
the need for extensive rewriting of the document. Therefore, the terms ‘shall’ and ‘must’ have been
used to permit the Code to be enforceable by a company, if adopted. This document is intended to
reinforce a culture of quality and trust within the pharmaceutical industry. It is not intended to be a
regulatory standard or guidance, nor is it intended to supersede any country specific or local laws and
regulations governing labor, privacy and/or employee rights.
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Joseph C. Famulare, Genentech/Roche
Vice President, Global Quality Compliance and External Relations
(Review of presentation)



