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General Scheme



Validation Strategy: Validation Plan

▪ The Validation Plan is a strategic document defining 

o Validation strategy to be applied based on Risk Assessment and activit

o Deliverables to be produced for each activity

o Validation team along and related responsibility for the completion of each 

activity

▪ The Validation Plan shall identify the validation documentation to be created with 

the relevant responsibilities and the general acceptance criteria for the validation 

process

▪ Validation Strategy and effort depend on:

o Complexity (Architecture and SW 

Category)

o Criticality (Managed process and Record)



Reduced Validation Life Cycle

Basic vs. Evolved systems

Full Validation Life Cycle required



▪ The User Requirements Specification document defines the 

Intended Use of the System and what it is expected to do, 

written from user’s point of view

▪ Describe compliance, business and technical requirements, 

as well as non-functional needs (such as performance, 

design constraints and availability) 

User Requirements Specifications 

▪ Describes in details what the computer system is expected (NOT how it will do it) in 

specific, measurable and testable/verifiable terms. Each requirement should be uniquely 

identified

▪ Without requirement specification well defined and translated into measurable 

parameters, no validation is possible.

▪ The user requirements should be developed independently of a specific solution prior of 

selection of a supplier solution. A preliminary version of the URS may be sent to suppliers 

as part of the vendor selection process.



▪ Electronic Records and Signatures (if any) and applicable requirements for Data 

Integrity compliance should be identified

▪ Process Requirements shall be developed starting from the system process flow

From Process Flow To Process Requirements 

Testable

Uniquely identified

Unambiguous

Not repeated



URS for a Complex vs Simple System

Complex Configurable System (e.g MES)

▪ URS Package Content -> 300 pages

▪ Process Reqs -> 260 pages

Simple System (e.g. Stand-Alone Lab System)

▪ FRS Content -> ca 30 pages

▪ Process Reqs -> 4 pages

Printer Spectrometer Workstation



Supplier Selection Benefits

The target of the Supplier Evaluation is to determine if system providers:

▪ can provide a high quality product or service

▪ can meet regulatory requirements

▪ have Quality processes in place and if they are the adequate

Depending on System Risk Level, a Postal or On-Site Supplier Audit should be performed

Validation testing can be greatly decreased if the supplier provides a reliable set of verified

functional testing

Supplier Effort

User Effort

Supplier Effort

User Effort

Good SW SupplierBad SW Supplier



▪ Functional Specifications describe how the selected solution 

will be able to meet the intended business needs identified in 

the User Requirements

▪ Provided by the System Supplier according to its Quality 

System. reviewed and approved by the regulated company

▪ Traceable vs User Requirements

Functional specifications

Requirement

Function 1

Function 2

Function...

Requirement

▪ Standard System → User Manual

▪ Configurable/Custom System → Functional Specs



▪ The Configuration Specifications document describes how the 

system configuration parameters have been set to meet the 

user requirements

▪ CS address:

o the list of HW/SW components included in the 

Computerized System

o Security settings

o Process related parameters which may impact one or 

more GMP functionality

Configuration amd Design Specifications

▪ The SW Design Specifications are required for the customized components in 

order to provide a detailed, technical explanation of how the custom 

functionality has been developed and works

▪ It can be written in pseudo-code language

▪ Intended recipient of DS include IT personnel (SW analysts and developers)



Configuration Specifications - Regulatory impact 

Security Settings

Process Related Settings

Configuration

Specification



▪ The level of effort, formality, and documentation of the quality risk 
management process should be commensurate with the general System 
Risk level

Risk Analysis

▪ Quality Risk Management is a 

systematic process for the assessment, 

control communication and review of 

risks

▪ The evaluation of the risk to quality 

should be based on scientific knowledge 

and ultimately linked to the protection of 

the patient



Risk analysis approach

User Requirements 

Specifications
Functional Specifications

RISK ANALYSIS

RISK ANALYSIS MODEL

(Root cause analysis, Failure Mode And Effect Analysis, 

Parametric Model

Scope and focus of 

Performance Qualification 

phase

Scope and focus of 

Operational Qualification 

phase



Risk analysis focused on processes

To outline possible Risks associated with the 

implementation of business Processes and Functions 

PROCESS RISK ANALYSIS (FMEA)

Mitigation Actions identification (i.e. 

configuration, SOPs update, double check) 



Risk analysis focused on functions

Functional risk assessment

To outline possible Risks associated with the selected 

solution

Testing Effort determination

FUNCTIONAL RISK ANALYSIS (PARMOD)



The system testing is performed to ensure that computerized systems meet their 
predefined requirements, prior to system release.

The testing includes: 

▪ Vendor Testing (e.g. Commissioning Testing, Unit and Integration testing, 
FAT/SAT), executed by the SW Supplier according to its Quality System or to a 
predefined Quality & Project Plan

▪ Validation Testing, executed in the qualification and/or production environment 
according to pre-defined protocols for the following Validation Testing phases:

o Installation Qualification (Configuration Verification)

o Operational Qualification (Functional Verification)

o Performance Qualification (Requirements Verification)

▪ Tests shall be performed in an appropriately qualified environment according to a 
predetermined Test Plan and Test Specifications including predefined expected 
results.

Testing & Acceptance



▪ Installation Qualification is performed to assure that 

the Configuration and Design have been installed as 

specified and documented evidence exists to 

demonstrate this

Installation Qualification (Configuration Verification)



▪ Assuring that the installed system works as specified 

in the Functional Specification throughout the 

intended (regular and exceptional) operating 

ranges and sufficient documentary evidence exists to 

demonstrate this.  The Functional tests should be 

traceable through the OQ Test Protocols to the 

Functional Specification

Operational Qualification (Functional Testing)

Risk 

Analysis

Testing effort
o Normal case (positive) testing

o Invalid case (negative) testing

o Special case (stress at the limit of 

permitted domain)

o Output testing

o Input combination testing



▪ As part of the PQ it is necessary to prove that the system 

works correctly and consistently in the intended 

operational environment at the Client as part of the process 

for which it has been designed, using real procedures, 

equipment, utilities and people

▪ The equipment IQ & OQ and the Automation system IQ and 

OQ must be completed and approved before the PQ protocol 

is executed

▪ The Process SOP’s needs to be tested during the PQ, and 

the PQ should verify that the CDS will work accordingly to 

the Requirements.

Performance Qualification (PQ)

IQ OQ STOP

IQ OQ PQ

SOLVE/ 

ADDRESS 

DEVIATION



The Traceability Matrix:

▪ References the relationships between Systems User
Requirements Specification versus testing
(IQ/OQ/PQ)

▪ has to be also used during Change Control
evaluation to identify the impact of changes to the
system and the validation documents.

Traceability Matrix
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