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Audit Trail:

A secure, computer-generated, time-stamped log that independently records the date
and time of user entries and actions that create, modify or delete electronic records.
Record changes shall not obscure previously recorded information. Audit trail must
capture the old value, the new value, who created/changed/deleted the record, date and
time when it has been done, and the reason for the change (if applicable).

Audit Tralls include:

= Operative Audit Trails that track creation, modification, or deletion of process data
(such as processing parameters and results)

» Administrative Audit Trails (or System Audit Trail) that track actions at the record or
system level (such as attempts to access the system, rename or delete a file, changes
to user profiles).
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PDA Regulatory Background
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EU GMP Annex 11 — June 2011

9 - Audit Tralls - Consideration should be given, based on a risk assessment, to building
into the system the creation of a record of all GMP-relevant changes and deletions (a
system generated "audit trail"). For change or deletion of GMP-relevant data the reason
should be documented. Audit trails need to be available and convertible to a generally
intelligible form and regularly reviewed.

US FDA 21 CFR Part 11 — March 1997

8§ 11.10 Controls for closed systems - Persons who use closed systems to create, modify,
maintain, or transmit electronic records shall employ procedures and controls designed to
ensure the authenticity, integrity, and, when appropriate, the confidentiality of electronic
records, and to ensure that the signer cannot readily repudiate the signed record as not
genuine. Such procedures and controls shall include the following:

[...] (e) Use of secure, computer-generated, time-stamped audit trails to independently
record the date and time of operator entries and actions that create, modify, or delete
electronic records. Record changes shall not obscure previously recorded information.
Such audit trail documentation shall be retained for a period at least as long as that
required for the subject electronic records and shall be available for agency review and

copying
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PDA Regulated Guidances For Data Integrity
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= Status
o Increase in number and severity of DI findings by almost every Regulated
Agency
o Impact to public health
o Increased focus

= Almost every leading Regulated Agencies has issued some guidances to clarify
expectations related to Data Integrity

4 - c ™

-:::',‘- MHRA l’i‘_“‘ \j 2) EUROFEAN MEDICINES AGENCY XD

T ) h Wull:r_i'rk'd.“h gi?lz m | U’Plc 5 | o “ I

Y Organization — I = -Data Integrity &

" Guidance on good Application of ] Question and sy Computer
GMP Data Integrity |- dataand record | GLP Principles to Data Integrity and Answers: Good | Systems
Definitions and management ==t Computerized compliance with Guidance on data manufacturing - Guidance
Guidance - practices Systems CGMP (draft) Integrity (draft) practices - Validation

e
= it oy T

- T - T— e Dl e g ol P e W

\ REGULATED GUIDANCES /

Connecting People, Science and Regulation®




PDA statement of Problem (1/4)
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REGULATED GUIDANCES

»  GxP relevant Computerized Systems managing Regulated Electronic Records should
be provided with secure, computer-generated Audit Trails suitable for regular review

» |ts recommended to implement a risk based approach to audit trail review which
considers the complexity of the system and its intended use

» Audit trails are considered part of the associated records. Audit Trail Review should be
executed by the person who is responsible for the review of Data the Audit Trail refers
to

= Audit trails subject to regular review should include, but are not limited to, the
following: the change history of finished product test results, changes to sample run
sequences, changes to sample identification, and changes to critical process
parameters.
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PDA statement of Problem (2/4)
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REGULATED GUIDANCES

» The Audit Trail Review should be executed according to:
o company procedures which define frequency and extent of the review.

o pre-approved instructions describing the specific controls to be addressed by the
review and related acceptance criteria.

» Validated exception reports providing clear evidence of occurred events and changes
to ERs can be used to support the Audit Trail Review process.

» The results of the review should be documented according to approved procedures.

» |n case of observed non conformities, an investigation shall be initiated and managed
according to the companies applicable procedures.
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PDA Statement of Problem (3/4)

Parenteral Drug Association

N4

#:MHRA

)
ECD s
i of
s to Data Integrity and
compliance with Guidance on data
CGMP (draft) Integrity (draft)

REGULATED GUIDANCES

The Operative Audit Trail review should be focused as a minimum upon:

» Changes to process/test parameters
» Changes to data processing parameters
= Deletion of Process Data (e.g. Injections, results )

= Suspicious patterns (e.g. repeated analysis or reprocessing without documented
rationale to support the repetition)
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PDA Statement of Problem (4/4)
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REGULATED GUIDANCES

The Administrative Audit Trail review should be focused as a minimum upon:

= List of active user accounts

» User Access log, including failed attempts

» Changes to user roles configuration

» Changes to other configuration settings of the software application
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PDA Risk Based Approach
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An effective risk based approach should consider:

» Data criticality, that is determined by the system Intended Use and consequent data
impact to decision making and product quality

» Data Risk (opportunity for data alteration and deletion, and likelihood of detection /
visibility of changes by the manufacturer’s routine review processes). Risk to data
integrity may differ depending upon the system generating or using the data and upon
the degree to which data can be configured, and therefore potentially manipulated.
Thus, the necessary level of effort for the audit trail review (along with audit trail
functionalities) should be associated with system complexity
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PDA Evaluation of the System Risk Level
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Effort to be put into the Audit Trail Review process can defined by evaluation of
the System Risk Level:

» System Criticality - determined by criticality of records maintained by the
system itself to patient safety/product quality

= System Complexity - based on the degree to which data can be configured
and therefore potentially manipulated
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Evaluation of the System Risk Level
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PDA Approach to Operative Audit Trail Review
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PDA Approach to Administrative Audit Trail Review
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PDA Main Challenges Related to Audit Trail and its Review
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» Audit trails functionality of a system, when available, does not meet all necessary
requirements of audit trails

» Audit Trail of some systems logs every event that has occurred
= Audit Trail review requires interruption of the workflow

»  Multiple audit trails within the system

Connecting People, Science and Regulation®




PDA Conclusions
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The Audit Trail Review may have a deep impact on routine operations since it requires
resources and may affect the general release lead time

» Commensurate the Audit Trail frequency and depth of verifications with the risk
associated to the Record

Audit Trail
Frequency &
Depth

Data Integrity Risk

* |nclude necessary requirements for Audit Trail and Audit Trail Review (including
those related to suitable tools for a timely and effective AT review) in the User
Requirements of related Computerized System and ensure all requirements are
properly addressed throughout the Validation Life-Cycle
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