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CONSIDERATIONS

“‘Mitigating Human Error with Digital Solutions In Environmental Investigations™ e nsmeo s oo

2. Controls are only as good as those who develop them.
3. Error tolerant systems tend to conceal error. Allow others to benefit from
shared experiences.

Authored by: Alexandra Bezilla, Sarah Boynton
@ FO U N DATI O N S WHAT IS IT WHAT IT DOES HOW IT CAN HELP LEARN MORE

* Generates validated EM data reports instantly, allowing more time for
. . : icrobiologists to analyze trends and data sets
|_> S" Of ACtlon = T A cloud-based, paperless software & hardware system designed to . MICTo . : : .
P KeyWOrd Definition Sherpaph arma streamine the EM micro process, from planning to data analysis. It uses a Ca(s)tures any action to EM media contemporaneously, ensuring full traceability E [w]
Ski"_Based System cleanroom grade rr.lobille device to.track any action carried out on media as . Z: dit functions
|_> Errors well as a web application to plan, incubate, read and manage samples. . Fully paperless means freeing up more time for analysts to understand
processes, as well as reduce human intervention
on o decis - - PTIMIZATION
B — An action or decision that was not intended, which led to an
Memory Human Error event or deviation H UMAN ERROR AND - | An automated incubator and microbial detection device. It incubates » Minimizes manual handling_errors associated with downs.tream EM procedures
DIGIT AL SYSTEMS IN RapldMlCrO samples at optimal growth conditions while continuously capturing Ensrrles rep(;eet[table ﬁnc::_rellabledresuItst’Fhroughdsta_ndartdlzed prc:_cesses g
ngs your organizqtion cu_rrently use If you haye implgmented Environmental Ho_w has adopting digit_al syst?ms BIOSyStemS Growth high-resolution images. These images are processed to detect and count Igita IZ.eS ata CO ection andad reporting, reaucing transcription errors an
ENVIRONMENTAL e e oo T e o Lo, . microbial colonies, providing rapid and accurate result. The integrated |  enhancing traceabiity -
|_> Rule-Based | Human Error Monitoring regulations? Direct SYStem system automates the entire process from incubation to data recording ) Ere?dstup det_egt.llin, aIIOW|dnlg; for: qwck(fer ItD and correction of issues
MONITORING' A SURVEY + Eliminates variability caused by human factors
Human Failures Violation A deliberate or intentional deviation from a rule or procedure . - Improves data traceability and integrity for environmental monitoring microbiolo
An automated digital microbiology platform called APAS Independence. da’?a results y gnty 9 9y
. . _ This product is designed to automate the reading and interpretation of . _ _ .
l Knowledge A series of questions arou nd dlgltal Cleg/ertCulture microbiological culture plates, specifically for cleanroom and clinical quality ss,;sl?czcr)nrtssf:ra;?erzﬁnvgzrglgc\?;ss:szgd can interface directly with laboratory data
|—> _ . o sSlems control programs. It uses Al to detect microbial growth, sort culture results, L o . "
- Based - Factors that impact the capability of the human to carry out the systems and human error, as they 33% Y and create reports while reducing human effor. + Full audittrail of results and user activities increases compliance, traceabilty and
Violations r(ré r rﬁ_cursc;rs task(TWIN analysis: Task demands, Work environment, Individual relate to EM were generated and efliciency in environmental monitoring
rror Traps . posed on LinkedIn. The following
capabilities, human Nature)

graphs represent the data compiled

Specializes in automated imaging systems, software, and Al-driven « Reduces manual workflows with automation and Al
frOm the su rvey results. applications designed for microbiology and cell-based quality control. Their - Improves data accuracy and integrity
: C e . : : : : Microtechnix flagship product, EMMA, uses advanced imaging technology to automate - Increases objectivity with plate enumeration for more consistent and
Initiating Action An action by an individual, either correct, in error, or in violation, o the process of analyzing Petri dishes. The system captures high-quality reproduceable results
lati g CliO that results in an event or deviation . YES . NO . YES . NO N/A . Significantly Improved images with the lids on, utilizing Al for precise microbial growth detection * Integrates with other lab software to optimize workflow efficiency
Somewhat Improved and analysis.
' . Location A A . No Change
Engineering Controls |
o
Africa Does your organization plan to . What steps have you taken to How frequently does Human Error MinOnVieW Ae rOSO|
I I I m Asia increase digital system use in its mitigate Human Error in your occur in your Environmental Monitoring _ . : - : (A Tt
Administrative Controls Active Errors EI‘FO rs that have Immedlate’ Observable’ u ndeSIrable outcomes Environmerr]ltal Monitoring Erogram in Environmental Monitorigg / QC Micro processes? Particle Counter (APC), Robotic system that enables the automated sampling of cleanroom C:;[I(;r::’:‘]elghszrgzllggnp;(;?]esi)i;eadnlgczztiii[:r)r’[]lguhsurr:‘;e\l/rllgl;;irr\]/f:’[;(;r;Lljr:ecz’ggil‘:tl‘eeas
- : : : : | the next 2 years? rocesses _ - - x - - - ’ -
Y., B and can be e”:her acts Of commission or omission Europe years processes BioAerosol Sampler enylronments gsmg a SLAM algorlthrr) and LiDAR- ensure§ accurate site . Sampling locations
s USA : arrival and object avoidance. The units can traverse designated areas, : : : :
_ (BAS) and Bioaerosol _ _ - Allows for scheduling of unattended operations and tasks, ensuring consistent
Cultural Controls T automatically open and close doors, autonomously ride elevators, and and
Monitoring System automatically return to home base for charging. . .
: * Reliable data collection
Latent . . . 7% (BAMS) Robotics
Organization Failure of systems, processes, and Administrative Controls, such
Oversight Controls as inadequate procedures or faulty resource allocation models 23%
| wm e Weaknesses
Oversight
Controls | — CONTROL TYPE EXAMPLES BENEFITS HOW TO IMPLEMENT
Barriers to control the process, such as warning signs, labels,
. . . . . 57%
Controls & floor markings, policies, etc. (Oversight, Cultural, Administrative, o |
Defenses Engineering) . . Automated equipment, digital checklists, barcode scanners, real-time « Reduces m.anual intervention Integrate automgt.ed systems. into .workflows, use software to create
Englneerlng Controls temperature monitors, automated alarm and notification systems, ) Pre.ven_ts MIX=ups _ and manage d'g'_tal CheCk"SFS’ |mple.mer1t barcc?de systems for
RESPONDENT LOCATION .YES . NO UNSURE . Training programs / intervention . Frequently isolators and RABs, robotic machines, HVAC and facility real-time ) Malntalns _S_am‘_)le Integrity sarpple trackmg,. |n§tall real-time monitoring equipment, regularly
SOPs / Documentation Sometimes monitoring systems + Timely notifications calibrate and maintain automated systems.
Automation / Digitalization Rarely o o _ _
. Audits / Inspections . Never o _ Training programs, document reviews, compliance management + Ensures staff proficiency and standards Develop and conduct regular training sessions, establish a cycle for
DEFEN SE IN DEPTH P Adm|n|5trat|ve system, real-time supervision, cross-functional review teams,  Clear procedures SOP reviews and updates, schedule real-time supervision shifts,
C trol procedure  standardization, @ competency and  qualification * Increased error detection create cross-functional teams for reviewing data, perform
ontrols assessments, disqualification metrics - Comprehensive data review periodic competency assessments.

The multiple layers of redundant checks that balance, and mitigate, the human error introduced into

* Increase data integrity and accuracy

REGULATORY & INDUSTRY PRACTICAL

: - o . . . Select and implement software that fits organizational needs, set up
the SyStem are Often referred tO _aS defense In depth We mUSt gways Str!ve tO. Create! and depend — Dlgltal Environmental monitoring software, real-time monitoring and alerts, Erc:wdtes: |mmeF1 |tate feedbe;ck i real-time monitoring systems with alert functions, develop and
on, defense IN depth Defense IN depth assumes that there W|I be d fa|lure IN the teChnOIOgy or \ @ Systems error-checking algorithms, electronic batch records, analysis and ) M('e ?C_S InCr(]Z)nSIS elnCt:IeS ant_ non-compliance integrate error-checking software into data systems, use digital

. . . Coe . . ’ reporting tools, automated workflow systems, robotic systems iNiMizes human interventions tools for data entrv with built-in validation.
human interface. Failure is minimized by redundant and diverse layers of various types of controls. \ |\ - Ensures procedures are followed correctly y

Taking steps to maintain the integrity of our defenses is an important element in supporting our goal

PERSPECTIVES STRATEGIES

i « Builds a culture of care and accuracy Conduct regular workshops on the importance of focus and protocol
of zero accidents. Cultural Encouraging focus, adherence to protocols, valuing precision, « Reduces error rates adherence, recognize and reward employees who demonstrate
Controls promoting critical thinking, fostering continuous learning. « Enhances problem-solving skills precision, provide training on critical thinking skills, establish a

« Supports continuous improvement culture of learning with continuous education opportunities.

- Promotes holistic compliance

ENVIRONMENTAL MONITORING Vv W

PRACTICAL CONTROL METHODS FOR

REDUCING HUMAN ERROR IN

Re u|ator i Management reviews. supervisor oversiaht. peer reviews. chain of « Catches process risks and errors Schedule regular management and supervisor reviews, conduct
gelatony Key Requirements Reference FDA 483 BREAKDOWN: AVOIDABLE HUMAN ERRORS VIA DIGITAL SOLUTIONS CASE STUDY Oversight gt revews, invior orsit, e v, of |1 oL
GU|dance = custody checks, proficiency testing, cross-functional data reviews, third  Verifies sample and data integrit erform regular proficiency testing for staff, organize crossfunctional
Controls party and internal audits, routine risk and gap assessments P 9y P gutar pr y g for siafl, org
+ Assesses skill levels teams for data reviews, conduct periodic audits.
« Ensures comprehensive review
Current Good Addresses human error by requiring pharmaceutical and biotechnology
. . manufacturers to implement systems and controls that minimize the risk of
Manufactu ring Practice mistakes. This includes requiring SOPs, thorough employee training, and 21 CFR 210 & 211
(CGMP) for Finished clear documentation practices. Regulations like 21 CFR Part 11 mandate ’

Pharmaceuticals D o e o orore e1erRT COMPANY #1 COMPANY #2 COMPANY #3 COMPANY #4 IMPLEMENTATION OF ENVIRONMENTAL

data handling, while also establishing audit trails and validation processes

to ensure accuracy and integrity in manufacturing environments. M O N ITO R I N G SO FTWA R E So L UTI 0 N

Provides specific requirements for the manufacture of sterile products,
including environmental monitoring standards for cleanrooms and

Manufacture of Sterile controlled environments, emphasizing the importance of designing EudraLex Volume 4. - ) f | “Batch record_ information for “ “ | | | | . Issue: Samples were not submitted or received in a timely
systems, controls, and procedures that minimize the possibility of allure to have a system for environmental monitoring is not recorded Your laboratory records lacked complete You failed to appropriately investigate manner, due to manual receipt and delivery process, which also

. ghlights the need for properly trained personnel, robust nnex monitorina environmental conditions in - : : .
documentation, process validation, and automation to reduce reliance on 9 at the time of completion, data for and trustworthy data to support the root causes and implement effective

manual operations. an aseptic proc_:essing area [21 CFR microbiological activity in the filling area analyses performed: records included CAPAs to prevent reoccurrence of resulted in delays in sample analysis
211.42(c)(10)(iv)]. Specifically, your was left blank, this includes air viable discrepant and missing data, including contamination events. You Failed to
Cleanrooms and Specifies the classification of air cleanliness in terms of concentration of firm has not established a system for and non-viable sampling start and end microbiological samples collected from substantively evaluate the personnel - Improvements:
airborne particles. Basis for designing, operating, monitoring and testing environmental monitorina in the i i i i i tari : : .
g times, activity signatures and dates. ISO5 surfaces, air and personnel. You and environmental monitoring data » Scanners were placed at point of use durlng sample collection,

Associated Controlled controlled environments. It indirectly addresses human error by 1ISO 14644-1, 2, 3 : : h > o . . . : .o
Environments emphasizing the importance of contamination control, training, cleanroom aseptic processing area where stem Laboratory technicians falsified EM data lacked reliable and authentic data to obtained during media fill batches, and

design, and procedural adherence to minimize risks. cell products derived from adipose which is critical in maintaining an establish the existence of environmental to comprehensively assess additional receipt and delivery _ | _ |
| — | | tissue, umbilical cord, and bone ongoing state of control in your aseptic control in your aseptic processing” historical data from the manufacturing » Samples were scanned during collection, receipt, and delivery,
The International Council for E;‘;V'O:ﬁzlggifge"rr‘ggufi‘:;r;h:nga?(;‘rfagmpognr?]fe‘::;rmrﬁgﬁi‘t‘gﬁﬁ; for human marrow are manufactured.” [21 CFR processing facility.” [Eudralex Volume 4 [Eudralex Volume 4 (4.8)(4.9)] area” [21 CFR 211.100(a)(b)] indicating location, time, and associated individual(s)
Harmonisation of Technical weII,-documented procedures, comprehensive training, and effective 211 42(C)(1O)(IV))] (48)(49)] MARCS-CMS-668867 MARCS-CMS-660904 - Data was traceable and there was a greater Ievel Of detectlon
Requirements for quality management systems. It stresses the importance of clear SOPs to ICH Q7, Q9, Q10 MARCS-CMS-672956 _ _

Pharmaceuticals for Human Use | reduce the risk of mistakes, proper record-keeping, risk management and for sample discrepancies

corrective actions when errors are identiied. » Reduction in GDP errors from manual transcription of sample
data
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Average Costs Post
Digital System
Implementation

Cost
Savings

Average

Activity Costs

Sampling $133,000 $60,000

Incubation $21,000 $4,000

Results

Entry & ID $40,000 $32,000

Average Cost Savings: $131,000

Reporting &
Investigations

$38,000 $5,000

THE FINANCIAL BENEFITS OF DIGITAL

TRANSFORMATION IN ENVIRONMENTAL
MONITORING USING SHERPAPHARMA

April 5, 2024 March 28, 2024 February 15, 2024 April 5, 2024

multiple sites (average number of EM samples per site: 64,000/year).
Savings due to human error prevention and regulatory compliance

have not been included in this calculation.

Annual cost savings calculated averaging the time optimization of
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