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Overview

o Statistics

* Internet Supply Chain
* |nternet Overview

e Avastin Issue review

e Sample Ecosystem — how did the
Avastin issue happen?

 How to manage Internet data
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\OpSecy

Integrated Brand BrandSecure’
Protection Solutions

ONLINE BRAND
PROTECTION

* Internet monitoring &
enforcement

* Anti-piracy

» Sentiment analysis

» E-channel management

OpSec is the only company in the industry to combine all services
Into one comprehensive security program
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Global Sales & Distribution BrandSecure’

) Washington, Tyne and Wear, UK
Boston, Massachusetts

. ; Grove Park, Leicestershire, UK
Lancaster, Pennsylvania
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Statistics @
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e 2011 Customs & Border Protection # of

counterfeit pharmaceutical seizures:
1,239

e Domestic value of 2011 pharmaceutical
seizures: $16.8 M

— Almost a 200% increase from 2010

— Value of pharmaceutical seizures
from China increased by more than
$4.3 M

« MSRP value of 2011 pharmaceutical
seizures: $25 M
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Internet Distribution & Sales Model:
Why We Need Online Analysis

b

Donations

\/ Distributors Wholesalers \ietall Pharmacies Authorized

Manufacturer

i Online
Buying Groups & .
Drop Shippers Pharmacies

‘ / / Doctor’s Offices

Online B2B
Unauthorized \ Trade Boards
Manufacturer — @ @n‘u
.,d, - s — ?

:_.m',éi /v \"/

Spam lllegal
Online Auctions/ Network Online |
Classified Platforms Pharmacies
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eCommerce & Online Promotion:
How Pharmaceuticals are Sold

Social Media

Promotion &
Intelligence

Search Engines

Q05

BrandSecure’

Spamming

B2C
Auctions

B2B Trading
Platforms

Retail
Websites

Google
YaHoO!
biNg Ynu
“Tr/.f“wﬂ
ey > MARKTPLAATS . )@fp&]
. Taobao.com
iQffer A o allegro
.2 "
amazoncom craigslist sell.com J
< =
Alibabacon eCPlOZd oo, \GTRADEKEY

MadelnChina.com

1OOSLOOD 0000000

u-l .COIM ||| TradeBoss.com ECZ' S
/
| N
Independent Sites Network Hubs Marketing Affiliates
(, 6PM.COM™ —__ . 1.9 W WA im
IIIIII K .:; ‘1‘#

\
b
wﬂw OpSec Security, Inc.

rocoooe o000 L

0000000000000000 9000 0000000 000000000000000000000° o000

Www.opsecsecuri ity.com




Q05

Internet Pharmacy Exposure: g, dsecure
Sample Branded Products Analysis

Exposure Analysis of| PAReNTERAL Products on

Internet Pharmacies
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Popular Lifestyle Drug/API

While the numbers for parenteral drugs are not as high as they are for highly
counterfeited lifestyle drugs, the quantity available via internet sources is

alarming 8
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Avastin Counterfeit Incident: @

2/14/12 — Sold to US Providers —rondsecure

Quality Specialty Products —
Montana Healthcare
Solutions named as
counterfeit source

19 Physicians Warned

Product contained no APl

Source: http://www.fda.gov/drugs/drugsafety/ucm291960.htm
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A Murky Path

The convoluted route of the fake Avastin found in February raises questions about oversight of the
fragmented global pharmaceutical trade.

+ 1
- Swiss company Hadicon AG orders

Zuqg, Avastin from Egyptian company Sawa.
Switzerland é@r

4 After passing Through Sawa intermediary
through Danish Turkish entity contacts Syrian
reseller CareMed Kirbac Medikal, businessman who finds
ApS, the fake the drug is fake Avastin in Turkey.
Avastin reaches shipped to Istanbul,

the UK s River Hadicon in Turkey
East Supplies Ltd. Switzerland.

River East shipped fake Avastin destined for LS. clinics.

Sowrce: W5 reporting The Wall Strest Jowrnal
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Avastin / Altuzan Counterfeit Incident: @

. BrandSecure’
4/4/12 — Sold to US Providers
Richards Pharma, Richards
120 units Services, Warwu_:k
Healthcare Solutions, or Ban
- Dune Marketing Inc (BDMI)

Altuzan® T named as counterfeit source
Bevacizumab - =
400 mg/16 ml

MAltuzan®

Ml acizumab
B a00mgiemi

1 vial of 16 ml of
concentrate for b
solution for infusion 1 o

102012 B60Z1 10N
[ Choche |

Product contained no APl

Source: http://www.fda.gov/Drugs/DrugSafety/DruglntegrityandSupplyChainSecurity/ucm298047.htm
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How does this happen?

Examples of Internet Ecosystem for
Pharmaceutical Sales
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You Tube — Sellers Targeting Providers
Much Like a Fax Blast...Lumigen
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You Tube — Sellers Targeting Providers

Much Like a Fax Blast... Taxotere
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Facebook Page: Seller of Injectables

Basic Info

Joined
Facebook

facebook

ﬁ | Buy Orthovisc About - |
L= W STTH Ave
+ = ey

n.?r{_ Iaf
- oy g Moberky
f— Dak Park

= Park
arine Dir

PO Box 35546 Bridgeport RPO
Richmond, BC,Canada
Richmond, BC V6X 4G6

1 (877) 852-4211
info@mosaicmedicalsupplies. com

Phone
Email

Website http:/fwww.mosaicmedicalsupplies. com/buy...

e
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2012 Microst
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About

Orthaovisc

Description

Bridgeport Rd

=)
Corporation T& 2010 NAVTEQ
(=]

At Mosaic Medical Supplies you can Buy Orthovisc online and also get information

about Orthovisc, Orthovis effects and Side effects.

Knight St

Knight 5t

Products

facebook

Company
Orthovisc

Abaut

01/25/2011

Orthovisc, ORTHOVISC SYRIMNGE

O

BrandSecure’

5 GUARANTEED

g (v sty s plj iy C‘I

| Buy Orthovisc

680 likes * 0 were here

¥
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Twitter Page: Seller of In ectables
SR e - [ BrandSecure®

Medica Depot % Follow || 4~

medicadepot 73+

ed i Ca hitp:ifwww. medicadepot.com ks
epot 1650

D)JC
O

Tweet to Medica Depot Tweets
& Medica Depot e

adica Famllv presence does not |mpede pediatric trauma care divr ItﬁJ\CVJK

epot| -
Tweets > i
F0||0w|ng Medica DEpUt epot

dical High court arguments did not shift public opinion on health refor
Followers Uepotl divr. i1 XNDt2
Favorites

Medica Depd

Lists P

adica  Preventive caf
Uepoll divr.it/1\Wkxdz

Similar to Medica Depot

H dinorah - dinoranih Medica Depd
! Follow @:ﬂc- White House
e

pr‘ofess:onals

serving .
professionals

=
) Dr.David Goldberg  drgoldnere 2BROU givr it/ 1 WWPS
Follow Expand
May 08 2012 Preventive cardiology training sorely lacking. study says
" 2012 May 04 18:16

Maost physicians being trained to specialize in cardioclogy are not g

cardiology. according to a survey of 43 cardiclogy fellowship progr

B Botoc Leont programs met American College of Cardiology Foundation guidelin

= training dedicated to preventive cardioclogy. Another 24% had no fo

Dysport (Reloxin) u with expertise on the subject. says the American Journal of Cardig

Neomin said Quinn Pack. MD. lead study author and a preventive cardiolog

of competing demands for the education time of cardiology fellows

Juvederm Ultra 2 by respondents included limited time, a lack of a developed curricy

Teaching preventive cardiology is vital. because many of the leadin

Juvederm Ultra 3 said Dr. Pack, a general cardiology fellow at Henry Ford Hospital i

cause of preventable death. but cardiclogy fellows never set foot in

Juvederm Uitra 3 2x.8ml focused on managing acute rather than chronic conditions, Dr. Pa

nreventive medicine durino their intermal medicins frainina kot caced
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Online Pharmacy —
Targeting Patients

e CanadaDrugs,oom“ Phone: (EEFE ISP lY Fax: 1-800-988-5440 Order Form

PRESCRIPTION
PRODUCTS

VER . PLACEA . PLACEA . PATIENT
. THE COUNTER . NEW ORDER  REFILLORDER | SERVICES

G < CALL CENTRE OPEN 24 HOURS, 7 DAYS A WEEK |

» Click Here For More Information

Click Here

#) I'm online! |

'féf LIVE HELP

CLICK HERE TO

» CHATWITH US

SEARCH
Find Your Medication

Search... Go!

SHOPPING CART
Select Currency

Ei+1 B

[?] Payment Options

Your Cart is Empty.

& Create an Account

P Order Status

FILL A PRESCRIPTION gt v

CanadaDrugs.com > Products > Buy Combivent UDV (20 x 2.5ml) Online and/or Equivalents >Combivent UDV (20
x 2.5ml) 0.5mag/2.5mq/2.5mL andfor Equivalents > Combivent UDV (20 x 2.5ml) 0.5mg/2.5mg/2.5mL

""-Cnmbivent UDV (20 x 2.5ml) 0.5mg/2.5mg/2.5mL

Marketed as Combivent UDV in United Kingdom

Ipratropium Bromide/albuterol Sulfate

BrandSecure®

Manufactured by: Boehringer Ingelheim
This product is offered for sale by a UK Pharmacy Partner from

Discount Prescription Drugs - Minijet - Online ... - CanadaDrugs.com

United Kingdom

. Tell a Friend about Combivent UDV (20 x 2.5ml) 0.5mg /
2.5m 2.5mL

wanw.canadadrugs.com/.../Minijet+Prefilled+Syringes+Sodium+Bicar..
Fax: 1-800-988-5440. Order Form - Canada Drugs - Your Canadian Pharmacy Online ...
Sold from River East Supplies Ltd... Product from United Kingdom.

Discount Prescripfion Drugs - DDAVP - Online ... - CanadaDrugs.com

Combivent UDV (30 x 2.5ml) 0.5mg/2.5mg/2.5mL
Ipratropium Bromide/albuterol Sulfate warnings, side-
effects and general information

https:/fwww canadadrugs.com/prescription/search/DDAVP+Spray/
Fax: 1-800-988-5440. Order Form - Canada Drugs - Your Canadian Pharmacy Online ...
Sold from River East Supplies Ltd.. Product from United Kingdom.

Discount Prescription Drugs - Clomipramine ... - CanadaDrugs.com

% Login
From $1.97 USD/nebule
o Tweet | 450 | |_60-nebuie $116.20 USD [ @ITECITTS
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Online Prescriptions from Canada Drugs ... CanadaDrugs.com > Prescription

----- 29 Products » "Clomipramine” Search results ... Sold from River East Supplies Ltd..
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Online B2B Trading Platform — Targeting p - 27

Bulk Importers, Physicians and Online
Pharmac:|es

Hom

faza Global

.I.nore Trade Chances for Yo E“ “ | Sell Now

Home = Buy Mow = Health B Medical = Health & Medical = Health Care Products = Prowviding BOTOX

All ds TradeMall Products Companies Buyers

e e e ] Al Categor

Sierra Trading Post Save 35-70% Every Day. Great Deals. Great Brands. www. SiersTradingPost.com
Send Video Files for Free Easily Send Wideo Files Up To 2GB. 30+ Million Users. Try It Free! ¥cuSendit. comiSend

Nantucket Summer Rentals Book Your Perfect Mantucket Hental. Wiew Listings & Contact An Agent! wew Congdg

Betail Supplies Wholesale Over 6000 items wholesale direct with free shipping daily sxecusystemsdirect.com A
[ == B3 providing BOTOX

Posting Date : May 01, 2012 GMT

Company: FPhamacuetical
Membership: Free Member since Mar 06, 2009
Country/Region: [ China

Address: Mo 26.kangshun road.daxin district, beijing, Beijing,
China 102600

Contact: Mr. Jeff Tu
Phone: 86-138-1106-1141
Fax: B86-010-6923-4567
Mobile: B86-138-2100-5667
Tags: botox

@Click to enlarge image Online More 6 Trade Leads | Product Catalog(s)
Postings:

18 ® oeee o€ | | opsecsecurity.com




E-SELLING SiMPLIFIED. You SELL, WE sHIP |

Pharmacy Dropship India

A s &

Home About us Contact us

About us

Your customers
— order from you s
at your markup
price

Your You
Customers

LY You simply place
The customers recieve an order online
orders which appears to on the dropshipper
come from you or your website

com pany\ /

The Dropshipper

We sell generics of Viagra, Cialis and Levitra. We are offering a wide range of drugs for Erectile Dysfun
company. We offer high quality medicines at most affordable prices We offer better price and better semice
types of generics available here in India.WWe undertake all types of bulk and small pharmaceutical drop shipping assignments.

Pharmacy dropshin india  is a legal FDA approved Online Pharmaceutical
Uropshipping company. Pharmacy dropshin india is a professional pharmacy drop
shipper based in India. We are in this business for the last 3 years. We are a legally
registered company¥We dropship generics and branded medicines all over USA,
Europe and other countries. We undertake contract dropshipping of medicines to
online pharmacies in USA and online pharmacies in Europe. We have our own
distribution networks in India. We are not sourcing agents like all other pharmacy
dropshipping companies. We have our own team of dedicated professionals who are
involved in order processing, packaging and shipping the orders. We supply more than
1000 generics and branded medicines. Generics supplied by us is manufactured in
WHO GMP certified manufacturing facilities in India.

jon. Pharmacy dropshin india is a FOA approved pharmaceutica
harmacy dropshipping companies.
IS campany 15 managed by young and

energetic professionals who believe in themselves. Kindly contact our Customer Support Managers for any specific requirement of pharmaceuticals.

Benefits working with Pharmacy dropshin india :

We offer 2447 online Support

24 %7 Telephone Support

Client data stored in safe and secure offshore servers
Discreet Packaging

Discreet Shipping

Our company is registered with EMS (India), Indian Foreign Post.

Fharmacy dropshin india is registered with the customs

Customized manufacturing options for bulk pharmacy clients.
Most advanced order processing systems

We have a permanent establishment and a registered pharmaceutical company in India
Generics supplied by us are manufactured in WHO GMP certified manufacturing facilities.

Our company is registered with the DGFT (DEPARTMENT OF FOREIGH TRADE)

Fharmacy dropshin india has avalid Pharmaceutical Licenses for Exporing Pharmaceuticals.
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Patient & Doctor
Complaints

Online Pharmacies &
B2B Trade Boards

[
DRUSSTORE FORWCMEN

Forums & Blogs

Spam

Internet Search

Q05

Signals — Where will they be obtained? pgrandsecure’

Media Reports

s
il

Emails/Faxes

ey
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Criteria for Prioritization: Risk Analysis

Criteria Overview

Region Package Price

Dosage Form & Ingredients

Americas, Asia,
. Correct=0
Caribbean, n.n. =4
Eastern Europe =2 L
N =2 within range =0
Other Countries =0

Wrong or missing | outside range = 2| Dosage form correct =0

Dosage form wrong = 4

Ingr. correct =0
Ingr. wrong = 4

Prescr. ded =0

"'Ci " mentioned =4

not needed =2

not mentioned = 0

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a
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n/a

3

2o o
w

3
=~
w

=
=
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=
~
w

=
=
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n/a

n/a

(=R

n/a

& O b O

o NS

n/a

B R e R R DR R RN R AR R NN R

[=Ri=Ri=RF Yl]

n/a

O N MNNNWN

[=Ri=Ni=Rji=Ri=}i=]

n/a

Sample Prioritization Criteria:

U Site Location (based on site registrant contact details and/or server location)
U Site is based in high risk regions
U Purported location is different than actual location

Q Pricing is above or below threshold

O

BrandSecure®

U Linkage to a known network of confirmed or suspicious sites according to network analysis and/or additional research
QO Suspicious payment processing (site will only accept Western Union payments made to individual in a high risk region)

U Not an Authorized Distributor
Q Sells product without an Rx
Follow-up:

USend Warning letter...

L Conduct Online Investigation into Unauthorized Distributors — follow-up with additional enforcement

0000000 00000004 © 2011 OpSec Security, Inc.
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Sample Methodology for Processing

| . S; | BrandSecure’
ncomin g | g nals *Follow-up on signals
— : == based on best practices

= 2 B —_— workflow

e = «Information should be
stored, managed and
enforced upon based on
best practices for
regulatory adherence and
corporate business goals

Patient Safety | | Signals IP Protection

Tamp;red/ Diversion/ Counterfeit Patent Trademark/Copyright
Expired Theft Infringements Infringements

Online Monitori

<

Civil L?tiggtion Online Enforcement
Restitution Civil Litigation
Criminal Litigation Restitution
Online Enforcement
[ L] ?» 99009000 ® ® 990000 0000009 9909V OOD ....:.. (1111 1 L ] ( L ] ®90ece0s © 2011 OpSec Security, Inc.
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Engage Key Stakeholders BrandSecure’

Recommendations:
e|nformation
management &
enforcement workflow
executed by outside
consulting firm
*Include key
internal & external
stakeholders
*Ensure that best
practices and

Internal Stakeholders

Brand
Protection

External Stakeholders

Corporate

Enforcement

regulatory
Stakeholders requirements are
Payment
Processors met

Industry

sociatio
Consumer
Advoca

0 090090000 [ 1111 [N 900000000 00000 0000009 S99V OOY 9000000 (1111 1 & ( L ] L L ] © 2011 OpSec Security, Inc.
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_ o BrandSecure’
Case Study: Pharmaceutical Criminal Case

Problem

« Single website identified selling potentially counterfeit pharmaceuticals

Solution

 Linked numerous sites worldwide connected to a single hub

 Test purchases confirmed counterfeit and site linkage through order
fulfillment

 Client & LE used Internet data as supporting evidence

Outcome

« 5 arrests made
e Client initiated PR campaign to send a strong message
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Internet Enforcement
A Multi-pronged Approach is Key

Make it more difficult for counterfeiters to get their products to market:

Quickly terminate listings/postings on Establish & maintain relationships with
B2B platforms with wners polic platforms to influence policies, outcomes

A 4

Get to the source — the large-scale players:

Investigate targeted sellers on
B2B exchanges & across all
online platforms

Focus on regions where you Identify *hubs’ or sites with
can take action high traffic & product/sales

Reduce availability of counterfeit/diverted product:

Protect Patients Improve Brand Equity Create tangible ROI

0 090090009 20000® 00000000 00000 0000009 G009V 00000O0O 20900 ° ® (44 *0 © 2011 OpSec Security, Inc
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Questions?
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Thank you

Tara Steketee
OpSec Security, Inc.
Phone: 617.226.3000 x3079
Mobile:617.257.4912
Email: tsteketee@opsecsecurity.com
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