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CCP1 (Vacaville) Groundbreaking

2



PDA Dinner Presentation – WCCPDA –April 2018

Agenda

Ø Fundamental concepts

Ø The “least burdensome approach”

Ø Data Integrity Controls Triad

Ø Data Integrity’s 5-p model

Ø Data Integrity risk assessment
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Let us explore some basic concepts such 
as data, data integrity before we proceed to 
establish a Data Integrity program
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What is Data Integrity

Data Integrity is the assurance that data is accurate, 
complete and maintained within the original context so as to 
make the data trustworthytrustworthy

assurance
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DI definitions by agency guidance

3

USFDA
Completeness, consistency and accuracy and satisfy ALCOA

MHRA
The extent to which all data are complete, consistent and accurate 
throughout the data lifecycle.

WHO
Degree to which complete, consistent and accurate. Conform to ALCOA 
throughout lifecycle. Adherence to sound scientific principles and GDP

PICS
Extent to which data is complete, consistent and accurate throughout 
the data lifecycle

TGA
Data Integrity is defined as "the extent to which all data are complete, 
consistent and accurate, throughout the data lifecycle"
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Guiding principles of Data Integrity

Ensure the continuous care, custody and control of 
systems and data
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Why DI issues occur

Ø Improper Practice
A scientifically unsound or technically unjustified omission, 
manipulation, or alteration of procedures

Ø Fraud
The deliberate falsification of data/results, where failed 
method requirements are made to appear acceptable during 
reporting.

Ø Errors, slips lapses
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Ø ALCOA: Stan Woolen in early 1990’s came up with 
this acronym to fight off public speaking jitters

Ø Over time it evolved into ALOCA+

Ø The + elements are Complete, Consistent, 
Enduring and Available
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Integrity characteristics of data
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Part 11: Electronic Records

Validation

Audit
Trails

Access
Controls

Records
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(Copiable)

Records
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11.10(a)

11.10(b)

11.10(c)
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System
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11.10(g)
11.10(h)
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Part 11: Electronic Signatures

E-
SIGNATURE

Password
Management

Unique
Identity

Signature
Binding

Signature
Manifestation

Accountability

11.300(b)
11.300(c)
11.300(d)

11.100(a)
11.300(a)

11.7011.50

11.10(j)

Employee
Training11.10(i)

FDA
Notification 11.100(c)

Access
Security

(two 
component) 11.200(a)
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So what do mean by “the least burdensome 
approach”
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How to apply to a DI program

Ø Look at “Part 11 Scope and Application” guidance

Ø Understand the “tag along audit” guidance that FDA 
provided their field inspectors

Ø Read up CPG 7346.832 (PAI)

Ø Look up USFDA’s Data Integrity guidance

Ø Look at the history of WL and 483s and verify audit 
trends conform to those mentioned above
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Excerpt: Part 11 “Scope and Application”

Ø Narrowly interpret scope where fewer 
records will considered subject to Part 11

Ø We intend to exercise enforcement discretion 
with regards to Part 11 requirements for the 
following:

® validation
® access control
® audit trails
® change control

13
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Understand “tag along audit” objectives

Ø Data integrity associated items that 
regulators are trained on to look for during 
regular audits:

® Raw data availability
® Vendor and supplier audit  reports
® Calibrate and validate equipment and software
® Access control
® Input/output accuracy
® Audit trails
® Change control

14
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Understand CPG 7346.832 (PAI)

Ø Objective 3: Data Integrity audit
® Audit the raw data for completeness, accuracy so that 

agency can rely on the submitted data

® Specifically data on finished product quality, dissolution, 
content uniformity and stability

® Instruments calibrated, software and equipment validated

15

15



PDA Dinner Presentation – WCCPDA –April 2018

Review FDA’s DI guidance
16
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DI WL: 3 categories

QMS

Equipment       
(211.68)

Lab. Controls     
(211.160 – 166)

Lab. Records  
(211.180 – 194)

® No Man. Integ. guidance
® Unofficial testing
® No reprocess. guidance
® No stability testing
® No procedures eg sample
® Not scientifically sound

® Shared identities
® Inappropriate access 

privileges
® No backup & restore 

procedure
® Data deleted or lost
® Calculations not 

validated

® Incomplete data

® No batch record 
reviews

® No OOS done

® Data falsification

® Methods not validated

® No second person 
check
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DI warning letters trends 
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Top 4 DI citations in 2016 & 2017

2017
Ø OOS

Ø Complete data

Ø Access control

Ø Laboratory 
control

2016
Ø Access control

Ø Laboratory 
controls

Ø OOS

Ø Complete data
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DI guidance & their directives

Description 
summary DI Directives/SOP

Backup data exact, 
complete, secure, 
calibration, validation

§ 211.68

§ Validation
§ Calibration
§ GDP
§ Access control
§ Audit Trail review

Data stored to prevent 
deterioration or loss § 212.110(b)

§ Data backup and recovery
§ Business Continuity
§ Data migration and archiving

Contemporaneous § 211.100 § Date and Time
§ GDP

Laboratory controls,  
“scientifically sound” § 211.160

§ Laboratory Controls
§ Validation
§ Calibration
§ GDP
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DI guidance & their directives

Description 
summary DI Directives/SOP

Raw data available § 211.180 § Raw Data & Metadata retention

Contemporaneous § 211.188 § Date and Time
§ GDP

Investigate OOS § 211.192 § OOS

Complete test results § 211.194
§ GDP
§ Lab controls
§ Manual Data entry
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Data Integrity Controls Triad

23
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Ø These controls mitigate occurrence of DI issues
® Management controls

® Procedural controls

® Technical controls

Ø Management controls influence the Attitude

Ø Procedural controls impact  the Incentive

Ø Technical controls reduces the Opportunity

24

Data Integrity Controls Triad
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Why DI problems occur

NO People 
Controls

NO Physical/ 
Engineering 

Controls 
NO Business 

Process 
Controls
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Data Integrity’s 5-p model
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What is 5-p model

A strategic model that requires alignment of all 5 
parameters (5-p) to improve operations and 
achieving business goals
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What is DI’s 5-p model

Ø Purpose  (policy)

Ø Principles (ethics, code of conduct)

Ø Processes (directives / SOPs)

Ø People (governance, management)

Ø Performance (maturity model, metrics)

28

The 5-p are:
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What is DI’s 5-p model

Ø Purpose  (policy)

Ø Principles (ethics, code of conduct)

Ø Processes (directives / SOPs)

Ø People (roles & responsibilities)

Ø Performance (metrics)

29

The 5-p are:
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DI Policy
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DI Policy….. contd
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DI Policy….. contd
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What is DI’s 5-p model

Ø Purpose  (policy)

Ø Principles (ethics, code of conduct)

Ø Processes (directives / SOPs)

Ø People (roles & responsibilities)

Ø Performance (metrics)

33

The 5-p are:
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Processes

34
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What is DI’s 5-p model

Ø Purpose  (policy)

Ø Principles (ethics, code of conduct)

Ø Processes (directives / SOPs)

Ø People (roles & responsibilities)

Ø Performance (metrics)

35

The 5-p are:
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Data Integrity Maturity Model

Ø Based on CMU/SEI’s CMM for Software

Ø Consists of 5 levels of increasing maturity
® Initial / Ignorance*
® Repeatable / Denial*
® Defined / Understanding*
® Managed / Policing*
® Optimized / Maturity*

Ø Understand process activities required to reach 
level demonstrates continuous improvement, a 
ICH Q10 hallmark

*: courtesy Mr. David Churchward, MHRA
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no

• DI metrics monitoring
• Use of Data Analytic tools 
• Enterprise monitoring tools
• Piloting innovative technologies

• Risk Management & RCA
• Procedural and operational controls
• Effective CAPA, AT review

• Data Governance / Management program
• Documentation & approval process in place
• Validation, deployment, training

• R/R defined
• Defined processes, groups in place 
• Teams, basic Project management 
• Some Data Gov./Management

• Ad-hoc management
• Processes not defined
• Individual effort
• No Data Gov./Management

Data Integrity Maturity Model

Defined

Managed

Optimized

Repeatable

Initial
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Data Integrity Risk Assessment; not ICH Q9
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Ø Useful approach is to “map the workflow”

Ø For each step of workflow, identify the 
following:

® What actions are performed
® How those actions are performed
® How they are recorded
® What decisions if any are made at that step
® The extent to which step is manual or automated
® Fraud potential and their prevention

39

Data Integrity risk assessment 
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Identify the process steps
40

Analyze Sample & 
Capture Results

Calc.
Results

Report
Results

Sample
Prep.

Inst.
Prep.

40
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Specify actions at each step

41

® Second 
person 
review of 
results

® Retain raw  
data

Analyze Sample & 
Capture Results

Calc.
Results

Report
Results

Sample
Prep.

Inst.
Prep.

® Collect 
sample

® Document
ü Batch ID
ü Weight
ü Dilution
ü Inst. ID

® Follow 
defined 
procedure

® Set oper. 
parameters

® Record & 
report 
results

® Save results

® Link to 
formulas 
used

® Manual 
integration

® Injection 
sequence 

® What data to 
capture

® Link to  
methods & 
formulas used

® Save data

® Save  
reanalysis 
data if any
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Associate DI related activities
42

Analyze Sample & 
Capture Results

Calc.
Results

Report
Results

Sample
Prep.

Inst.
Prep.

® Record data 
per SOP

® Anal. name, 
date time

® Verify raw 
data

® Prep sample 
as per SOP

® Save prep 
data

® Ensure data 
unerasable

® Prep as per 
SOP

® Record & 
save prep 
data

® Ensure 
data 
unerasable

® SOPs: man. 
Integ., 
aberrant 
data in place

® Alg & 
routines 
validated

® Complete 
data

® All data 
saved and 
cannot be 
erased

® Second 
person 
review of 
results

® Review 
SOP in 
place

® Retain raw  
data

® Reports 
stored and 
easily 
available

® Ref. Std. SOP

® Ensure 
Methods 
validated

® Raw data 
saved and 
unerasable

® Save data

® Save  
reanalysis 
data if any
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Identify the data operations

43

Analyze Sample & 
Capture Results

Calc.
Results

Report
Results

Sample
Prep.

Inst.
Prep.

® Acquire

® Enter

® Store

® Enter

® Edit

® Copy

® Process

® Store

® Edit

® Delete

® Copy

® Copy

® Enter

® Move

® Store

® Edit

® Acquire

® Store

® Process

® Copy
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Data operations risks & mitigation
44

Data Action Risk Mitigation

Data Acq. Inaccurate measurement Trained staff, calibration SOP

Data Entry Human, transposition error or fraud Staff training, authenticate user

Data storage Media failure, modification
Suitable SOPs for secure, redundant 
and encrypted data storage

Data Editing Human/transposition error, fraud
Change control, enabled audit trails, 
access control

Data proc. Erroneous processing software Validate software

Data copying
Not fully copied (such as 
metadata) Validate copy function, verify move

Data delete
Accidental, fraudster, not physically 
deleted

Trained staff, change control, validate 
delete

Data move
Improper copied data, moved to 
wrong place Trained staff, validate copy
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Typical DI RA results

45

Step Name Data Operation Risk (Y/N) Mitigation

Sample Prep
Acquire Y Train staff on SOP

Entry Y Provide secound pair of eyes

Storage N N/A

Instrument Prep
Entry Y

In SOP, specify to ensure that 
audit trails are turned on

Edit Y

Ensure analyst cannot edit 
data and only authorized 
personnel can

Copy N N/A

Analyze sample & 
Capture results

Acquire Y
Validate inst. config, 
calibration

Storage N N/A

Process Y Validate method, formulas

Copy N N/A
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End of slide deck
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